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ABSTRACT 
This paper proposes an improved palm dorsal (back of hand) feature extraction algorithm for biometric personal 

authentication applications. The proposed method employs the existing database of near Infrared (IR) images of palm dorsal 

hand vein surface. The proposed system include: 1) Infrared palm dorsa images database collection; 2) Detection of Region of 

Interest (ROI); 3) Palm vein extraction by median filtering 4) Feature extraction using crossing number algorithm 5) 

Authentication using minutiae triangulation matching. The input image is segmented using an optimum thresholding 

algorithm. The knuckle points are used as key points for the image normalization and extraction of region of interest. The 

extracted ROI is processed to get the reliable vein pattern and features (minutiae) are extracted using crossing number 

algorithm. The scores for performing authentication are generated based on minutiae triangulation matching. 

KEYWORDS palm dorsal vein, vascular biometrics, knuckle points, thresholding algorithm, histogram equalization, 

median filtering, minutiae, crossing number, triangulation. 

I. INTRODUCTION 

Recently, personal authentication has become an 

vital and high-demand technique for security access 

systems. The security field uses three different types 

of identifications [1]: 

• Something You Know — a password, PIN, or 

piece of personal information (such as your 

mother's maiden name); 

• Something You Have — a card key, smart 

card, or token (like a Secure ID card); and/or 

• Something You Are — a biometric. 

The rapid growth in the use of e-commerce 

applications and penetration of information 

technology into daily life requires reliable user 

identification for effective and secured access 

control. A biometric system is essentially a pattern 

recognition system that operates by acquiring 

biometric data from an individual, extracting a 

feature set from the acquired data, and comparing 

this feature set against the template set in the 

database.  Authentication may be defined as 

“Providing the right person with the right privileges 

the right access at the right time”. Characteristics of 

a biometric that must be present in order to use the 

system for authentication purposes are  

• Uniqueness - The same trait does not appear 

in two people. 

• Universality - The trait has to be present in 

many people as possible. 

• Measurability - The trait can be measured 

with simple technical instruments. 

• User friendliness - The trait can be  easily 

acquired  with minimal discomfort. 

Traditional personal authentication systems such as 

swipe cards, keys, and smart cards offer only limited 

security and are unreliable. For example, cards or 

keys may be lost or stolen, and PINs may be known 

by unauthorized persons. In order to remedy security 

problems inherent in traditional personal verification 

methods, biometric verification techniques have 

been intensively studied and developed to improve 

the reliability of personal verification. All biometric 

verification techniques deal with various human 

physiological features including fingerprints, hand 

geometry, handwritten signatures, retinal patterns, 

and facial images which are all unimodal biometric 

authentication systems. 

A. Palm  Dorsal Biometrics 

Hand-based biometrics has received considerable 

attention over recent years which exploit several 

internal and external features that are quite distinct 

in an individual. The shape of the subcutaneous 

vascular tree of back of hand contains information 

that is capable of authenticating the identity of an 

individual. Vein biometric systems record 

subcutaneous Infra Red absorption patterns to 

produce unique and private identification templates 

for users. The user acceptance for the hand-based 

biometrics system is very high, which are becoming 

more convenient and user friendly. A relatively new 

biometric feature is the hand vein pattern.  The 

vascular pattern network appearing on the back of 

hand(palm dorsa), referred to as the hand vein in this 

paper, is extremely difficult to forge and, therefore, 

offers promising biometric which also ensures 

liveness. There are many good properties of this 

kind of biometric feature: 1) the vein information 

can represent the liveness of an object; 2) it is 

difficult to be damaged and modified as an internal 

feature; 3) it is difficult to simulated using a fake 

palm [2]. 

This proposed work presents a novel extraction 

method based on one of the newest biometric 

techniques which are the vein patterns in the back of 

the hand, coupled with the knuckle features. In the 

following section, the principle of palm vein 
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biometrics and a brief review on the related prior 

work is presented.  

B. The Principle of Palm Vein Biometrics 

Infrared (IR) is electromagnetic radiation whose 

wavelength is longer than that of visible light, and 

Infrared light has a range of wavelengths lies 

between about 750nm and 1mm, just like visible 

light has wavelengths that range from red light to 

violet. Infrared is commonly divided into 3 spectral 

regions: near, mid and far-infrared light, but the 

boundaries between them are not agreed upon [14]. 

Vein patterns cannot be observed using normal, 

visible rays of light since they are beneath the skin's 

surface. There are two choices that focuses on 

imaging of vein patterns in hand by infrared light, 

the far-infrared (FIR) imaging and the near-infrared 

(NIR) imaging, which are suitable to capture human 

bodies images in a non-harmful way [12]. In the FIR 

method, superficial human veins have higher 

temperature than the surrounding tissues. In the NIR 

way, the light of (760-1100 nm) wavelength is 

almost completely absorbed by the deoxidized 

hemoglobin in vein while almost penetrated the 

oxidized hemoglobin in the arteries. Near IR 

imaging is more tolerant to changes in 

environmental and body conditions. It can capture 

the major vein patterns in the back of the hand as 

effectively as the FIR imaging technique. It 

produces good quality images when capturing vein 

patterns in the back of the hand, palm, and wrist. 

Therefore, in the proposed work, the existing near 

IR image database of palm dorsal surface is used. 

C. Existing system 

The uniqueness of hand vein patterns has attracted 

the attention of researchers for its usage in the 

personal identification and verification. Wang and 

Leedham [3] present an approach for personal 

authentication using hand vein images acquired from 

the thermal imaging. The Authors have described 

the methodology using the Hausdorff distance to 

generate matching scores between the extracted vein 

patterns and illustrated promising results. Lin and 

Fan [4] have investigated the personal verification 

from palm dorsal images acquired from the thermal 

infrared (IR) camera operating in m 

range. This is a fully automated approach and uses 

the combination of multi resolution representations 

from the thermal vein patterns that is being post 

processed.  

 
Fig. 1 The Exact Place of Hand Vein Extraction 

An individual's vein pattern image is captured by 

radiating his/her hand with near-infrared rays. The 

reflection method illuminates the palm using an 

infrared ray and captures the light given off by the 

region after diffusion through the palm. The 

deoxidized hemoglobin in the in the vein vessels 

absorbs the infrared ray, thereby reducing the 

reflection rate and causing the veins to appear as a 

black pattern. This vein pattern is then verified 

against a preregistered pattern to authenticate the 

individual. Cross and Smith [5] have detailed the 

usage of near IR imaging for the extraction of hand 

vein patterns. The Authors have demonstrated the 

two-fold matching of medial axis representation, 

following the vein skeleton extraction.  

Tanaka and Kubo [6] also developed hand vein 

acquisition device using near IR imaging and 

employed FFT based phase correlation scheme for 

user verification. The thermal (far IR) imaging 

cameras are highly sensitive to ambient conditions 

and very expensive. Whereas near IR imaging is 

more tolerant to changes in environmental and body 

conditions. It produces good quality images when 

capturing vein patterns in the back of the hand, 

palm, and wrist. Therefore, in the proposed work, 

the database of near IR images is used. Shi Zhao, 

Yiding Wang and Yunhong Wang [7], proposed a 

biometric technique using hand-dorsa, extracting 

vein structures. The proposed method makes using 

low-cost devices possible. The results show that they 

could extract the vein networks as successfully as 

using high-quality images. A new method to acquire 

vein images, which could enhance the contrast, is 

proposed, and the algorithm of extracting the vein 

pattern from low quality images is put forward. 

They also proposed a novel denoising algorithm. 

D. Proposed System 

In this paper, we develop a new hand vein extraction 

and authentication approach using minutiae 

matching algorithm. The advantages of the proposed 

system are twofold.  First, since the vein patterns 

lies as internal feature in the human body, the threat 

of any damage to the vein patterns can be restricted 

and also provides better accuracy.  Second, a higher 

performance can be ensured due to the usage of 

bimodal features, which can be acquired from a 

single hand image without any inconvenience to the 

users. The approach has been adapted to utilize the 

existing database of palm dorsal near IR images. 

The block diagram of the proposed approach is 

shown in Fig. 2. 

1. This paper investigates the extraction and 

matching of hand vein structure using the 

minutiae triangulation. 

2. This paper also investigates the utility of 

knuckle shape features that can be 

simultaneously extracted from the input 

hand vein images. 
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Fig 2. Block diagram of the  proposed system 

There are many different biometric features that are 

related to hand based biometrics exist. They are 

hand geometry, hand finger geometry, finger 

knuckle print, fingerprint etc. This proposed work 

focuses on extraction of back of hand vein patterns 

using the binarization and thinning methods, thus 

paving way for performing authentication. It also 

investigates the utility of knuckle features for image 

alignment and extraction of ROI, which further finds 

a way for achieving better accuracy.  

The image contours extracted from the binarized 

input images are used for the image normalization 

and segmentation of ROI which is detailed in 

Sections II–IV. The extraction of hand vein map 

from ROI images using thinning is described in 

Section V. The extraction and triangulation of 

feature points from the hand vein map is detailed in 

Sections VI and VII respectively. The matching 

schema for the triplets of minutiae is introduced in 

Section VIII. The experiments and results from this 

work are presented in Section IX which is followed  

by the discussion in Section X and the main 

conclusions from this paper are summarized Section 

XI.  

II. IMAGE SEGMENTATION 

In image analysis, Thresholding is the simplest 

method of image segmentation. Individual pixels in 

a grayscale image are marked as 'foreground' pixels 

if their value is greater than some threshold value 

and as 'background' pixels otherwise. Vein pattern 

IR grey-scale images are processed binarized and 

the extracted vein pattern are stored within a 

relational database.  

The proposed system receives the near IR images of 

the palm dorsa as input from the existing database. 

Segmentation methods can be divided into four 

groups which are threshold-based segmentation, 

edge based segmentation, region-based 

segmentation and segmentation by matching. The 

proposed system employs threshold-based 

segmentation. As a first step in segmentation, the 

image is binarized using the OTSU thresholding 

algorithm [8]. Otsu's method is used to automatically 

perform histogram shape-based image thresholding 

or, the reduction of a gray level image to a binary 

image. The algorithm assumes that the image to be 

thresholded contains two classes of pixels (e.g. 

foreground and background) then calculates the 

optimum threshold separating those two classes so 

that their combined spread (intra-class variance) is 

minimal. The binarized image is as shown in Fig. 5. 

III. KNUCKLE COORDINATES EXTRACTION 

One of the key tasks in image normalization is to 

obtain reliable key points from the contour of the 

binarized hand image. The contour of the input hand 

image is obtained by the edge detection method. The 

suitable edge detector is used. The proposed system 

involves the canny edge detector. The contour of the 

corresponding input hand image is as shown in Fig. 

5. The obtained key points can be used for vertical 

alignment of image and extraction of ROI. In the 

proposed system, the knuckle tips are selected as the 

key control points.  

 
Fig. 3. Input Image after Thresholding and 

Corresponding Contour image 

The knuckle tips can be easily extracted by scanning 

the contour image from left to right. The point where 

the first transition occurs from white to black pixel 

is the first knuckle tip iK . Similar scanning will 

yield the middle finger knuckle tip mK and ring 

finger knuckle tip rK . 

 
Fig. 4. Extraction of ROI from Input Database 

Image 

IV. IMAGE NORMALIZATION AND REGION 

OF INTEREST EXTRACTION 

Once the key control points ( )rmi KKK ,, are 

located, the input hand vein image is first oriented to 

extract the reliable region of interest. The angle ω , 

which is the angle between the line joining iK and 

mK and the line joining iK  and rK is firstly 

computed using the formula as shown below. The 

rotation matrix Ω is used to achieve the vertical 

alignment of the region of interest, from each of the 

input palm dorsal images, as follows: 
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where ( )yx,  represents the corresponding 

coordinates of knuckle tip points . The region of 

interest is extracted by some pixels below the middle 

knuckle tip mK . The mK  and rK are selected as left 

and right boundaries of the region of interest. The 

extracted region of interest is of some fixed size 

only [8]. 

V. VEIN MAP THINNING 

The topological structure of vein patterns is 

extracted from the segmented region of interest. The 

flow diagram for extracting the vein pattern is 

shown in fig 7.  First, the images are subjected to 

adaptive histogram equalization for image 

enhancement using local gray level information. 

Adaptive histogram equalization is a computer 

image processing technique used to improve contrast 

in images. It differs from ordinary histogram 

equalization in the respect that the adaptive method 

computes several histograms, each corresponding to 

a distinct section of the image, and uses them to 

redistribute the lightness values of the image.  

 
Fig 5. ROI after median filtering 

The enhanced images are further filtered using the 

median filtering method.  

Median filtering is one kind of smoothing technique. 

All smoothing techniques are effective at removing 

noise in smooth patches or smooth regions of a 

signal, but adversely affect edges. Edges are of 

critical importance to the visual appearance of 

images. The median filter is a simple edge-

preserving smoothing filter. The resulting image is 

subjected to thinning which generates the vein 

pattern structure. The Region of Interest is processed 

and filtered using median filtering. The resulting 

image is shown in Fig. 5.  

 
Fig 6. Extracted hand vein topology 

Thinning is a morphological operation that is used to 

remove selected foreground pixels from binary 

images, somewhat like erosion or opening. It can be 

used for several applications, but is particularly 

useful for skeletonization [11]. In this mode it is 

commonly used to tidy up the output of edge 

detectors by reducing all lines to single pixel 

thickness. Thinning is normally only applied to 

binary images, and produces another binary image 

as output.  

 
Fig 7. Extraction of Vein Pattern from the 

Palm Dorsal ROI images 

VI. EXTRACTION OF MINUTIAE POINTS 

After the extraction of the vein structure, the next 

step is to extract the minutiae points. The 

individuality of vein structure is exclusively 

determined from the relationship among the local 

vein characteristics. Therefore, the extracted vein 

pattern is firstly used to locate the key points that are 

relatively stable, unique and repeatable. The vein 

bifurcation and endings points are selected as key 

points to extract local vein properties. A vein 

bifurcation is defined as vein point where vein forks 

or diverges into branch veins, and the vein ending is 

the point at which vein ends or disappears abruptly. 

The algorithm used for extracting these minutiae 

points is the crossing number (CN) algorithm. 

Crossing Number Algorithm 

This method extracts the vein endings and 

bifurcations from the skeleton image by examining 

the local neighborhood of each ridge pixel using a 

3×3 window. In order to extract the vein endings and 

bifurcation points we examining the connectivity of 

every pixel and determine the crossing number [9] 

for every pixel.  This method involves the use of the 

skeleton image where the ridge flow pattern is eight-

connected. The minutiae are extracted by scanning 

the local neighborhood of each ridge pixel in the 

image using a 3×3 window.  

CN is defined as half the sum of the differences 

between the pairs of adjacent pixel [24]. 

 
For a pixel q, the eight pixels are scanned in an anti-

clockwise direction. The pixel can be classified after 

obtaining its pixel value. The coordinates of the 

ridge segment and type of minutiae of each minutiae 

point is recorded for each minutiae. After a 

successful extraction of minutiae, they are stored in 

a template, which may contain the minutia position 

(x, y). During the enrollment the extracted template 

are stored in the database and will be used in the 

matching process as reference template or database 

template. During the verification or identification, 

the extracted minutiae that are stored in a database 

and are used as query template during the matching.  

If the central pixel is 1 and has exactly 3 one-value 

neighbors, then the central pixel is a vein 

bifurcation. If the central pixel is 1 and has only 1 

one-value neighbor, then the central pixel is a vein 

ending.  

VII. TRIPLETS FORMATION USING 

MINUTIAE TRIANGULATION METHOD 

The feature extraction approach is to use unique 

topological structure from the hand vein minutiae 
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using Delaunay triangulation. Using the extracted 

features, the hand vein map of one person is 

uniquely distinguished from that of the other person. 

In other words, the process of authenticating a right 

person is done based on the triplets that are extracted 

using the Delaunay triangulation method.  

Delaunay Triangulation Method 

Delaunay triangulation can divide a surface into 

regions that are particularly well-suited for image 

processing applications. Given a set of points P, the 

Delaunay triangulation of this set ensures that no 

point is in the circumcircle of any triangle formed. 

The vertex of a triangle corresponds to a minutiae 

point, and the edge of the triangle joins together two 

neighboring minutiae points. Given a set S of points 

p1, p2, . . . , PN, we can compute the Delaunay 

triangulation of S by first computing its Voronoi 

diagram. The Voronoi diagram decomposes the 2D 

space into regions around each point such that all the 

points in the region around pi are closer to pi than 

they are to any other point in S. Given the Voronoi 

diagram, the Delaunay triangulation can be formed 

by connecting the centers of every pair of 

neighboring Voronoi regions.  

Our algorithm grouped all the minutiae into triplets 

of minutiae. For each of these triplets of minutiae, 

we stored the distance of one of the minutiae from 

both other minutiae. The idea is to extract 

meaningful minutiae groups, i.e., triplets or 

triangles, from the hand vein map to achieve rotation 

and translation invariant representation of local 

information as shown in fig 9. 

 
Fig 9. A triplet formed using minutiae points   

Similarly the possible numbers of triangles or 

triplets for the extracted minutiae points are 

calculated using the Delaunay method in MATLAB. 

In MATLAB, the method is executed using the 

DelaunayTri function. The total no of triplets formed 

is stored separately for both the bifurcation and 

ending points using two different variables. The 

authentication is done based on the no of triplets that 

are formed separately for bifurcation and ending 

points (Fig 10 and 11). 

VIII. SCORE GENERATION AND 

AUTHENTICATION 

The scores are generated by subtracting the count of 

bifurcation triplets of the input image from the count 

of bifurcation triplets of the database image, 

provided a condition for checking whether the count 

of minutiae triangles for database image is bigger. 

For subtraction purpose the size of the input image 

is padded with zeros if its size is less than the 

database image. In the reverse case, the scores 

generated by subtracting the bifurcation triplets 

count of the database image from the bifurcation 

triplets count of the input image. The absolute value 

of the scores is updated for each and every input 

image. The same procedure is repeated for 

generating scores in case of end points. Now the 

score values are generated for both the bifurcation 

and end point triplets separately (Fig. 10 and Fig. 

11).  

    
Fig 10.Bifurcation points and its corresponding 

triplets generated 

The authentication is done based on these two score 

values. Now in the recognition phase, the score 

generated by the bifurcation triplets is stored in one 

variable and the score generated by the bifurcation 

triplets is stored in another variable. The minimum 

values out of both the values are calculated. Now the 

index values for which the score value is minimum 

is identified. The corresponding database image for 

which the index value is minimum is chosen and it is 

retrieved as the matched image. 

   
Fig 11. End points and its corresponding triplets 

generated 

IX. CONCLUSION AND FUTURE WORK 

Palm vein patterns are invisible and virtually 

impossible to forge, making the system highly 

secure. The digitally encrypted palm vein patterns 

cannot be read by any other system. The test taker 

need not want to touch the palm vein sensor, 

eliminating the possibility of smudging. The system 

is also much more accessible for people with some 

physical disabilities. These factors act as the 

motivation for this proposed project. The notable 

advantages of the proposed hand- based 

authentication system are  

• Non-contact recognition has no bad effect on 

public health. 

• Increase the forgery difficulty by using the 

invisible features inside the human body, 

which only appears under infrared light. 

• Do not need to consider the skin surface and 

can prevent the artificial fingers. 
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• Uniqueness, stability and strong immunity to 

forgery. 

• Identical twins have different and distinct 

vascular patterns. 

• Vein patterns are not easily spoofed, 

observed, damaged, obscured or changed.  

FUTURE WORK 

Multimodal fusion biometrics recognition is a main 

stream trend in the future. In future, the vein trait is 

able to conjunct with other biometrics to form a 

multi-modal recognition system. Different biometric 

features have different characters inherently which 

can be combined along with the vein trait. 

Multimodal fusion provides an opportunity to 

employ the advantages of such different biometric 

features such as crease texture, palmprint feature, 

knuckle print feature, hand geometry, finger 

geometry, fingerprint etc. 
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