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ABSTRACT 
In mobile ad-hoc network (MANET) security is a challenging issue due to its open nature, infrastructure less property and 

mobility of nodes. In designing  a new security mechanism for mobile ad hoc networks, one must consider the attacks 

variations as well as the characteristics of the attacks that could be launched against the ad hoc networks and existing 

detection and mitigation schemes.. The discussions of these four aspects are summarized in this paper. This paper also 

classifies several common attacks against the ad hoc networks routing protocols based upon the techniques that could be 

used by attackers to exploit routing messages. 
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1. INTRODUCTION 

A mobile ad hoc network (MANET) consists of a set 

of mobile hosts that carry out basic networking 

functions like packet forwarding, routing, and service 

discovery without the help of an established 

infrastructure. Nodes of an ad hoc network rely on 

one another in forwarding a packet to its destination, 

due to the limited range of each mobile host’s 

wireless transmissions. Security in MANET is an 

essential component for basic network functions like 

packet forwarding and routing: network operation 

can be easily jeopardized if countermeasures are not 

embedded into basic network functions at the early 

stages of their design. Unlike networks using 

dedicated nodes to support basic functions like packet 

forwarding, routing, and network management, in ad 

hoc networks those functions are carried out by all 

available nodes. This very difference is at the core of 

the security problems that are specific to ad hoc 

networks. As opposed to dedicated nodes of a 

classical network, the nodes of an ad hoc network 

cannot be trusted for the correct execution of critical 

network functions. 

However, similar to other networks, MANET also 

vulnerable to many security attacks. MANET not 

only inherits all the security threats faced in both 

wired and wireless networks, but it also introduces 

security attacks unique to itself [1]. As people will be 

encouraged to use a secured network, it is important 

to provide MANET with reliable security 

mechanisms if we want to see this exciting 

technology become widely used in a next few years. 

Before the development of any security measure to 

secure mobile ad hoc networks, it is important to 

study the variety of attacks that might be related to 

such networks. With the knowledge of some common 

attack issues, researchers might have a better 

understanding of how mobile ad hoc networks could 

be threatened by the attackers, and thus might lead to 

the development of more reliable security measures 

in protecting them. The purpose of this study is to 

investigate some of the important issues that might be 

related to security attacks in mobile ad hoc networks 

and some of the existing detection and mitigation 

schemes. In Section II, we see how attacks against 

the ad hoc networks may vary depending upon in 

which environment the attacks are launched, what 

communication layer the attacks are targeting, and 

what level of ad hoc network mechanisms are 

targeted. After considering these three variations, it is 

also important to investigate the characteristics of 

attacks against the ad hoc networks. This issue is 

discussed in Section III. In this paper, we give a 

special attention to attacks that could be launched 

against the routing protocols[2]. We identified that 

most of the attacks against ad hoc networks routing 

protocols are actually launched by exploiting the 

routing messages, and further classify them based 

upon the techniques that could be used to exploit 

routing messages in Section IV. Finally, we conclude 

our study and present our future work in Section V. 

2. Attack Classifications:  

2.1. Mobile vs. wired attackers: 

 Mobile attackers have the same capabilities as that of 

the other nodes of any particular ad hoc network. 

Having the same resource limitations, their 

capabilities to harm the networks operations gets also 

limited. For instance, with the limited transmitting 

capabilities and battery powers, mobile attackers 

could only jam the wireless links within its vicinity. 

They are not capable to launch the network jamming 

attacks to disrupt the whole networks operations.  

 On the other hand, wired attackers are attackers that 

are capable of gaining access to the external 

resources such as the electricity. Since they have 

more resources, they could launch more severe 

attacks in the networks, such as jamming the whole 

networks or breaking expensive cryptography 

algorithms. Existence of the wired attackers in the ad 

hoc networks (especially in the open environment 

networks) is always possible as long as the wired 

attackers are able to locate themselves in the 

communication range and have access to the wired 

infrastructures. 

2.2. Passive vs. Active attacks: 
Classes of attack might include passive monitoring of 

communications, active network attacks, close-in 

attacks, exploitation by insiders, and attacks through 

the service provider. Information systems and 

networks offer attractive targets and should be 

resistant to attack from the full range of threat agents, 

from hackers to nation-states. A system must be able 

to limit damage and recover rapidly when attacks 

occur. Attacks in ad hoc networks can be broadly 

classified into two groups: 
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Passive attacks: typically involve only eavesdropping 

of data 

Active attacks: involve actions performed by attacker, 

such as replication,      modification and deletion of 

exchanged data. 

2.2.1 Passive Attack 

A passive attack monitors unencrypted traffic and 

looks for clear-text passwords and sensitive 

information that can be used in other types of attacks. 

Passive attacks include traffic analysis, monitoring 

of unprotected communications, decrypting weakly 

encrypted traffic, and capturing authentication 

information such as passwords. Passive interception 

of network operations enables adversaries to see 

upcoming actions. Passive attacks result in the 

disclosure of information or data files to an attacker 

without the consent or knowledge of the user. 

2.2.2 Active Attack 

In an active attack, the attacker tries to bypass or 

break into secured systems. This can be done through 

stealth, viruses, worms, or Trojan horses. Active 

attacks include attempts to circumvent or break 

protection features, to introduce malicious code, and 

to steal or modify information [3]. 

2.3. Inside vs. Outside Attacks: 

 In an insider attack, an attacker has compromised or 

captured a node, thus gaining access to encryption 

and authentication keys. The primary method of 

detecting and mitigating insider attacks is to monitor 

the packet forwarding behavior among the nodes. In 

an outsider attack, the attackers are assumed to have 

no knowledge of the keys that are used to encrypt and 

authenticate the data and routing control packets. 

Preventing outside attackers from tampering with the 

data is accomplished by simply employing 

encryption and authentication schemes.  

2.4. Layered Attacks: 
Attacks can also be classified as per the layer at 

which the attack happens, as shown on the following 

table: 

 
2.5. Data vs. Control Traffic Attacks: 
Data  traffic  attack  deals  either  in  nodes dropping  

data  packets  passing through  them  or in  delaying  

of  forwarding  of  the  data  packets.  Some types of 

attacks choose victim packets for dropping  while  

some  of  them  drop  all  of  them irrespective  of  

sender  nodes.  This may highly degrade the quality 

of service and increases end to end delay. This also 

causes significant loss of important data. In Control 

traffic attack, an attacker tries to gain access to a 

valid route by deliberately tampering routing 

messages. In another variation of this attack (e.g. 

Replay attack) attacker first listens wireless traffic for 

control message and then it creates forged packet to 

gain access to the route next time when route request 

is again sent. 

3.  ACTIVE ATTACKS AGAINST ROUTING 

SCHEMES 

Routing is one of the most vital mechanisms in the ad 

hoc networks. Improper and insecure routing 

mechanisms will not only degrade the performance of 

the ad hoc networks, but will also render such 

networks vulnerable to many security attacks. One of 

the basic elements in the routing mechanism is the 

routing message, which is used to establish and 

maintain relationships between nodes in the 

networks. The importance of the routing message has 

made it a main target by the attackers to launch 

attacks against the ad hoc networks [4, 5]. Attacks 

against the routing messages could be launched in 

many forms and may include all the characteristics 

described in Section III. In this work, attacks against 

routing messages are classified based on the 

classification suggested by Stallings in [6]. In such 

classification, information or messages could be 

deviated from the normal operation flow using 

modification, interception, interruption or fabrication 

attacks. In a more severe case, attackers also might 

use any combination of these attacks to disrupt the 

normal information flow. As far as our concern, this 

study is the first to address security attacks against 

the ad hoc networks routing messages.  

A. Modification  

In a message modification attack, adversaries make 

some changes to the routing messages, and thus 

endanger the integrity of the packets in the networks. 

Since nodes in the ad hoc networks are free to move 

and self-organize, relationships among nodes at some 

times might include the malicious nodes. These 

malicious nodes might exploit the sporadic 

relationships in the network to participate in the 

packet forwarding process, and later launch the 

message modification attacks. Examples of attacks 

that can be classified under the message modification 

attacks are packet misrouting and impersonation 

attacks.  

1) Packet misrouting attacks: In a packet misrouting 

attack, malicious nodes reroute traffic from their 

original path to make them reach the wrong 

destinations [7]. Attackers might misroute a 

packet to make it stay in the network longer than 

its lifetimes, thus render it to be dropped from the 

network. As a result, the source node needs to 

retransmit the lost packets and this will consume 

more bandwidth, as well as increasing the 

overhead in the networks. 

2) Impersonation attacks: The impersonation attacks, 

also called the spoofing attacks, are attacks where 

malicious node assumes the identity of another 

node in the networks [8]. By impersonating 

another node, attackers are able to receive routing 

messages that are directed to the nodes they faked. 

Impersonation attacks are possible in the ad hoc 

networks because most of the current ad hoc 

routing protocols do not authenticate the routing 

packets. As a result, malicious nodes might 

exploit this loophole to masquerade as another 

node by modifying the contents of the packets.  

B. Interception  

Attackers might launch the interception attacks to get 

an unauthorized access to the routing messages that 
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are not intentionally sent to them. This kind of attack 

jeopardizes the integrity of the packets because such 

packets might be modified before being forwarded to 

the next hop. Besides, the intercepted packets might 

also be analyzed before passed to the destination thus 

violating the confidentiality. Examples of attacks that 

can be classified under the interception attacks are 

wormhole attacks, black hole attacks, and routing 

packet analysis attacks.  

1) Wormhole attacks: [9] In the wormhole attacks, 

a compromised node in the ad hoc networks 

colludes with external attacker to create a 

shortcut in the networks. By creating this 

shortcut, they could trick the source node to win 

in the route discovery process and later launch 

the interception attacks. Packets from these two 

colluding attackers are usually transmitted using 

wired connection to create the fastest route from 

source to the destination node.[10][11] In 

addition, if the wormhole nodes consistently 

maintain the bogus routes, they could 

permanently deny other routes from being 

established. As a result, the intermediate nodes 

reside along that denied routes are unable to 

participate in the network operations.  

2) Black hole attacks: In this attack, malicious 

nodes trick all their neighboring nodes to attract 

all the routing packets to them. As in the 

wormhole attacks, malicious nodes could launch 

the black hole attacks by advertising themselves 

to the neighboring nodes as having the most 

optimal route to the requested 

destinations[12][13][14].  However, unlike in the 

wormhole attacks where multiple attackers 

colluded to attack one neighboring node, in the 

black hole attacks, only one attacker is involved 

and it threatens all its neighboring nodes. 

3)  A gray hole attack is a variation of the black 

hole attack, where the malicious node is not 

initially malicious, it turns into malicious 

sometimes later. This anomalous behavior of 

malicious nodes prevents a trust based security 

solution from detecting them before they turn 

into malicious node. A gray hole may forward all 

the packets to certain nodes but may drop those 

packets coming from or destined to some 

specific nodes. In another variation of this attack, 

a node may behave maliciously for some time 

but later on it behaves normally. Sometimes, a 

node may combine the behavior of attacks 

discussed above. Due to this uncertainty in 

behavior of gray hole, this type of attacks are 

more difficult to detect/prevent compared to 

black hole attack. Like black holes, cooperative 

gray hole attacks may be possible against 

AODV. [15][16][17][18][19] 

4) Routing packet analysis attacks: Since no 

disruptive action occurs, routing packet analysis 

could be classified as one of the passive attacks 

against the ad hoc networks. One way to launch 

this attack is by exploiting the promiscuous 

mode employed in the ad hoc network. In a 

promiscuous mode, if node A is the neighbor of 

both nodes B and C at a particular time, node A 

can always hear the transmissions between node 

B and node C. By exploiting this nature, node A 

is able to analyze the overheard packets 

transmitted between node B and node C. More 

explanation regarding the promiscuous mode in 

the ad hoc networks can be found in [19]. 

Besides, malicious nodes could also launch this 

attack by exploiting the nature in a multi hop 

routing. In multi hop routing, packets need to be 

forwarded through several intermediate nodes 

before reaching the actual destination. Malicious 

nodes might exploit this opportunity by locating 

themselves in any location along the route to 

participate in the message forwarding process 

and later launch the routing packet analysis 

attacks.  

C. Fabrication  
Instead of modifying or interrupting the existing 

routing packets in the networks, malicious nodes also 

could fabricate their own packets to cause chaos in 

the network operations. They could launch the 

message fabrication attacks by injecting huge packets 

into the networks such as in the sleep deprivation 

attacks. However, message fabrication attacks are not 

only launch by the malicious nodes. Such attacks also 

might come from the internal misbehaving nodes 

such as in the route salvaging attacks. 

1)   Sleep deprivation attacks: [20] This kind of 

attack is actually more specific to the mobile ad 

hoc networks. The aim is to drain off limited 

resources in the mobile ad hoc nodes (e.g. the 

battery powers), by constantly makes them busy 

processing unnecessary packets. In a routing 

protocol, sleep deprivation attacks might be 

launched by flooding the targeted node with 

unnecessary routing packets. For instance, 

attackers could flood any node in the networks 

by sending a huge number of route request 

(RREQ), route replies (RREP) or route error 

(RERR) packets to the targeted node. As a result, 

that particular node is unable to participate in the 

routing mechanisms and rendered unreachable 

by the other nodes in the networks.  

2)   Route salvaging attacks: Route salvaging attacks 

are launched by the greedy internal nodes in the 

networks. In a mobile ad hoc network, there is 

no guarantee that each transmitted packet will 

successfully reach the desired destination node 

[21]. Packets might not reach the destination 

node because of the natural network failures or 

might be under attacks by the adversaries. 

Therefore, to salvage their packets from such 

failures, misbehaving internal nodes might 

duplicate and retransmit their packets although 

no sending error messages received. The effects 

of the route salvaging attacks might be more 

severe if there are many greedy nodes in the 

networks. Besides draining off more resources in 

intermediate and destination nodes, this attack 

might also cause the consumption of unnecessary 

bandwidth. 

D. Interruption  
Interruption attacks are launched to deny routing 

messages from reaching the destination nodes. 

Adversaries could do this by either attacking the 

routing messages or attacking the mobile nodes in the 
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networks. Actually, most of the attacks launched in 

the modification, interception, and fabrication attacks 

are aimed to interrupt the normal operations of the ad 

hoc networks. For instance, adversaries aiming to 

interrupt the availability service in the networks 

might destroy all paths to a particular victim node by 

using the message modification attacks. In a message 

fabrication attack, adversaries could overload the 

networks by injecting huge unnecessary packets. 

Examples of attacks that could be classified under the 

interruption attacks category are packet dropping 

attacks, flooding attacks, and lack of cooperation 

attacks.  

1) Packet dropping attacks: Direct interruption to the 

routing messages could be done by using the 

packet dropping attacks. In a standard packet 

dropping attack, an adversary collaborates as 

usual in the route discovery process and launches 

the constant packet dropping attacks if it is 

included as one of the intermediate nodes. In 

addition, instead of constantly dropping all the 

packets, adversaries might vary their techniques 

using random, selective, or periodic packet 

dropping attacks to help their interrupting 

behavior remain concealed [22][23][24].  

2)  Flooding attacks: Adversaries also might 

interrupt the normal operations in the packet 

forwarding process by flooding the targeted 

destination nodes with huge unnecessary packets. 

Nodes under the flooding attacks are unable to 

receive or forward any packet thus all the packets 

directed to them will be discarded from network 

[25][26].  

3) Lack of cooperation attacks: Lack of cooperation 

from the internal nodes to participate in the 

network operations can also be seen as an attempt 

to launch a refusal of service attack. In such 

attacks, internal nodes are discouraged to 

cooperate in the network operations that did not 

benefit them because participating in such 

operations will drain off their resources. 

Misbehaving internal nodes might use different 

strategies to save their limited resources. They 

might refuse to forward the other node’s packets, 

not send back the route error report to the sender 

when failing to forward packets, or might turn off 

their devices when not sending any packet in the 

networks. 

4. DETECTION AND MITIGATION SCHEMES 

4.1 Intrusion Detection 

The mobile nodes are independent and there 

movement is not controlled by the system. So the 

nodes can easily be captured & compromised. The 

architecture of wireless network also has no physical 

obstacles, so attacks can come from any directions. 

Adversaries can exploit the decentralized 

management, by breaking the cooperative algorithm. 

To tackle this situation different IDS are available, 

such like: 

Standalone IDS: Every node has its own IDS agent, 

which monitor the node only, if any threat has been 

detected then it can take protection locally & since 

there is no cooperation between nodes then all 

decisions are based on information collected by 

nodes. This approach is not so efficient. 

Cooperative IDS: Wireless ad hoc network is 

distributed in nature so the detection & response 

mechanism must be in two phase. Local & Global 

detection. Every node has IDS agent that detect 

attacks locally and cooperates with other nodes inside 

network and inform globally. Significantly, this 

distributed-cooperative IDS technology mush more 

stable than standalone IDS and more stable form flat, 

cluster based network configuration. [27][28] 

Hierarchical IDS: Here also every node has its own 

IDS agent. Collection of nodes form cluster. Every 

cluster has a special node know as cluster head.IDS 

agent for cluster head in responsible for both local & 

global Intrusion detection. Layered architecture in 

wireless ad hoc network can be protected by this 

approach. Another alternative distributed solution 

called spontaneous watchdog. Fast sensor ad hoc 

network without divide them into clusters, some 

powerful independent, spontaneous nodes are 

created, known as watchdog, which monitors the 

communication with their neighbors[29][30]. 

Zone based IDS: The local IDS agent used in Zone 

based Intrusion detection system (ZBIDS).Zone can 

be formed by geographic partitions. Every node has 

its two identities, INTRA ZONE and INTERZONE 

& can be determined by Zone ID. By forwarding 

HELLO Message, inter and intra zone nodes are 

determined. A node may change its role by the nature 

of mobility.[31][32][33]          

4.2 Mitigation technique 

Mitigation technique in ad hoc network guarantees to 

protect from the attacks, security threats and 

vulnerabilities, like The Multipath Routing can be 

effective way to mitigate selective forwarding. 

Different mitigation techniques for attacks are 

Black-Hole Attack: [30] (i) Collecting multiple 

RREP messages (from more than two nodes) and 

thus hoping multiple redundant paths to the 

destination node and then buffering the packets until 

a safe route is found. (ii) Maintaining a table in each 

node with previous sequence number in increasing 

order. Each node before forwarding packets increases 

the sequence number. The sender node broadcasts 

RREQ to its neighbors and once this RREQ reaches 

the destination, it replies with a RREP with last 

packet sequence number. If the intermediate node 

finds that RREP contains a wrong sequence number, 

it understands that somewhere something went 

wrong. 

Gray-Hole Attack: Mitigated by priority protocols 

schemes [35]. Whenever a node enters in a Mobile 

Ad Hoc network IP allocation is the first step in 

which the node will get its IP along with initial 

priority and we have adopted the technique of Prime 

DHCP [27]. Neighbor Discovery is the second step of 

the proposed scheme. New node will send the 

HELLO packets to its neighbors and discover the 

identity of the neighbors along with their priority. 

Authentication is the next step of the scheme in 

which it will broadcast information about its 

existence and exchange keys with the neighbors 

according to the scheme HEAP [28] which is a hop-

by-hop authentication protocol. HEAP authenticates 

packets at every hop by using a modified HMAC-
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based algorithm along with two keys and drops any 

packets that originate from outsides. 

Jellyfish Attack: (i) 2ACK [38]: The basic idea of 

the 2ACK scheme is that, when a node forwards a 

data packet successfully over the next hop, the 

destination node of the next-hop link will send back a 

special two-hop acknowledgment called 2ACK to 

indicate that the data packet has been received 

successfully. Such a 2ACK transmission takes place 

for only a fraction of data packets, but not for all. (ii) 

Credit based systems [30]: This approach provides 

incentives for successful transmission of some kind 

of token or credit which the node might use when it 

starts sending its own packet. (iii) Reputation based 

scheme: Here individual nodes collectively detect 

misbehaving nodes (such as CONFIDANT).[48][49] 

Worm Hole Attack [50][51][52] : (i) Geographical 

leashes & temporal leashes: A leash is added to each 

packet in order to restrict the distance the packets are 

allowed to travel. A leash is associated with each 

hop. Thus, each transmission of a packet requires a 

new leash. A geographical leash is intended to limit 

the distance between the transmitter and the receiver 

of a packet. A temporal leash provides an upper 

bound on the lifetime of a packet. [53] (ii) Using 

directional antenna: Using directional antenna 

restricts the direction of signal propagation through 

air. This is one of the crude ways of limiting packet 

dispersion.  

Rushing Attack:  (i) SEDYMO [40]: Secured 

Dynamic MANET On-Demand is similar to DYMO 

but it dictates intermediate node must add routing 

information while broadcasting the routing messages 

and no intermediate node should delete any routing 

information from previous sender while broadcasting. 

It also incorporates hash chains and digital signature 

to protect the identity. (ii) SRDP [39]: Secure Route 

Discovery Protocol is security enhanced Dynamic 

Source routing (DSR) protocol. (iii) SND [33]: 

Secure Neighbor Detection is another method of 

verifying each neighbor’s identity within a maximum 

transmission range.  

Cache Poisoning Attack: (i) SAODV [42]: Secure 

AODV is an extension to AODV protocol that adds 

each node to exchange signed routing messages. 

Each node has its own public key which it uses to 

sign routing messages. Also SAODV uses hop count 

as a metric for shortest-route as AODV and uses hash 

chains to secure hop count information in route 

messages. (ii) ARAN [43]: Authenticated Routing 

protocol for Ad-hoc Networks uses similar 

techniques as SAODV. ARAN uses certificates 

issued by a third party certification authority. (iii) 

SNRP [44]: Secure Neighbor Routing protocol uses 

security enhanced Neighbor Lookup Protocol (NLP) 

to secure MANET routing. Newly added node uses 

public key to participate in MANET. 

Sybil Attack: One way of mitigating this attack is 

maintaining a chain of trust, so single identity is 

generated by a hierarchical structure which may be 

hard to fake. Another approach would be based on 

signal strength [45][46][47]. 

5. CONCLUSIONS 

We have tried to categorize the different types of ad 

hoc security attacks solely based on their 

characteristics to considerably reduce the mitigation 

period. By bringing the attacks under these two broad 

categories the complicacy of naming also reduces. 

We have also kept a close look on the existing 

algorithms needed to mitigate the attacks and have 

tried to bind the attacks into categories according to 

that. Some attacks have characteristics which makes 

them unsuitable to be categorized into these 

categories, so they have been kept away from this 

topic of discussion for the time being. 

Further study is in progress to find out more common 

characteristics of the attacks to more strongly bind 

them into these categories and to ably design more 

powerful algorithm in mitigating DATA  
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