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ABSTRACT—  
With the increase in IP based communication facilities and internet based commerce, the internet facility becomes more 
costly. For smooth and rapid networking a great deal of work has done for detecting, diagnosing and recovering errors in 
networks. As a result the overall reliability of internet has increased. Still there are numbers of failure modes exist which are 
very difficult to detect and therefore are unable to recover .If a network is unable to automatically react to failures, such 
failures are known as silent failures or BLACK HOLES. The various security threats increases on MANETs also. One of 
these security threats is Black Hole which drops all received data packets. In this paper we are analyzing the impact of Black 
hole attack on Ad Hoc. 
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INTRODUCTION 
Black hole can occur because of many reason, it can 
be because of delayed routing protocol convergence 
or because of miss configurations to bugs in 
individual’s router information. The backbone 
network are able to address each reason after an 
incident occurs but experience shows there is always 
another bug, so it highly unlikely they will ever 
disappear entirely. Such failures are rare, but the 
occurrence of these failures causes completely loss in 
connectivity result in a significant financial damage 
to both the ISP as well as the customer. These 
failures are time consuming to localize because they 
don’t have any automatic alarm. 
WHAT IS BLACK HOLE 
Black hole is a faulty node in the network such that if 
an agent enters this node, then it immediately dies. A 
black hole is the block of ip address space for which 
there is no relevant information in a particular routing 
table, right at the point where that information should 
have existed. 
In networking mobile agents can move through a 
network of computers but black hole terminates any 
agent visiting it. So before sending any agent in to 
the network, firstly the black hole should have to be 
located, so the mobile agents can avoid entering them 
dying. An agent entering black hole disappears there; 
later this agent cannot show up where expected by 
other agents. On the basis of this, the other agents 
may be able to deduce the exact location of black 
hole. 
TYPES OF BLACK HOLE 

1. Single Black Hole Attack-In single black 
hole attack only one node acts as fault node 
within n area. It is also known as black hole 
attack with single malicious node. 

2. Collaborative Black Hole Attack-In 
collaborative black hole attack multiple 
nodes in a group acts as faulty node. It is 
also known as black hole with multiple 
malicious nodes. 

METHODOLOGY FOR DETECTION OF 

BLACK HOLE 
In a networking we know that the monitoring server 
have connection with each edge router. So in our 
detection mechanism the server injects a basket to 
every other destination edge router, the server 
examines if any of the pocket are lost. The packet 
losing any route shows the detection of Black Hole in 
that route. This mechanism only detects but does not 
locate the Black Hole in that route. 

Always use a methodology of injecting packets into 
the network which injects minimum number of 
packets.      
METHODOLOGY FOR LOCALIZATION OF 

BLACK HOLE 
We can locate exact location of Black Hole by 
common root mechanism.  

 
Fig (1) 

By taking Fig(1) as an example consider the path. 
A-G-H-D 
F-G-H-C 
B-G-H-E 

 All of these paths are transferring packets from 
source to destination if during transferring, all these 
paths gets fails in the same time then it indicates that 
there will be the location black hole in the common 
root of this network. In the above example G-H root 
is the common root, so the localization Mechanism 
returns the singleton set {G-H} as the hypothesis for 
the black hole. 
Some host (B-H) terminate any agent visiting it. 
Initially network does not have any information 
about the location of Black Hole. At least one agent 
must visit it.so that remain packets don’t get enter to 
that route & get save. 
FORMATION OF BLACK HOLE IN 

NETWORK (CAUSES) 
 A router that goes down (offline) & whose 

absence goes undetected by other routers on the 
network. Packets that are forwarded to that 
router simply get dropped & never arrive at 
their destination, which create Black Hole. 

 The most common form of Black Hole is simply 
IP address that specifies a host machine that is 
not running or an address to which no host has 
been assigned we can call that dead address. 

 In network nodes acts as a both computer & 
Router. Most routing protocols leads nodes to 
exchange network topology & information in 
order to establish communication router, this 
information is sensitive may become target for 
malicious adversaries who attend to attack the 
network or application running on it which is 
also leads to the creation of Black Hole in 
network.  
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 Most firewalls can be configured to silently 
discard packets addressed to forbidden host or 
ports resulting in small or large black in the 
network. 

BLACK HOLE ATTACK AND ITS EFFECTS IN 

WIRELESS NETWORK 
MANET are a kind of wireless ad hoc network that 
usually has a routable networking environment on a 
top of a link layer ad hoc network. 
Security is an essential service for mobile network 
communication. Routing play an important role in the 
security of mobile ad hoc network (MANET). A 
wide variety of attack targets the weakness of 
MANET. By attacking the routing protocol attackers 
can absorb network traffic, injecting themselves into 
the path between the source & destination. The Black 
Hole is one of the routing attack where a malicious 
node advertise itself as having the shortest path to all 
nodes in the network by sending fake route reply. 
DETECTION METHODOLOGY OF BLACK 

HOLE IN WIRELESS NETWORK 
The detection of Black Hole is based on the timing 
information & destination sequence numbers 
maintained in the route monitoring table. The table 
maintains the record of time of reply. A Black Hole 
node will send a route reply message without 
checking the routing table as real node normal does. 
This reduced reply time is used to detect the Black 
Hole node. 

 
Fig (2) 

The method how malicious node fills in data routes 
varies 
Above figure shows how Black Hole problem arises, 
here node ” 1” wants to send data packets to node 4 
& start to find short path for his destination, so if 
node 3 is a malicious node then it will show that it 
has active route to the specified destination. It will 
then send the response to node ‘1’ before any other 
node. 
In this way node 1will think that this is for his 
routing process. After this node ‘1’ will ignore all 
other replies & will start sending packets to node 3. 
In this way all the packets will be consumed or lost. 
HOW TO AVOID BLACK HOLE ATTACK 

(1) Unique sequence number. 
(2) Using more than one route to destination 

Unique sequence number: Every packet in MANET 
has a unique sequence number. This number is an 
increasing value. The node in routing protocol use 
the sequence number to check if the received packet 
was received before from same originating source or 
not. 
Every node need to have two additional SMALL-sized 
table. 

(1) Last-Packet-sequence number, last packet 
sent to every node and other table to keep. 

(2) Last-packet-sequence-numbers for the last 
packet received from every node. The 
sender broadcast RREO packet to its 

neighbor, once it reaches the destination, it 
will initiate an RREP will contain the last-
packet-sequence number from this source. 

This solution provides a fast & reliable way to 
identify the suspicious reply. No overhead will be 
added to the channel because the sequence number 
itself is included in every packet. 
Using more than one route to destination: In this 
solution the sender verifies the node that send the 
RREP message. The senders do this by using more 
than one route to destination. In this solution sender 
wait for the RREP packet to arrive from more two 
nodes. Then S process the acknowledgements to 
verify the safe node get indentified the packet get 
transmitted. 
The nodes should have some shared hops, with the 
help of these shared node source node can recognize 
the safe node. 
DRAWBACK 
Time Delay in waiting for RREP message to come 
from more than one route having some shared hope. 
(1) If there are no shared nodes or hops between the 

routes, the packet will never been sent. 
REMOVAL OF BLACK HOLE ATTACK IN 

MANET BY AODV PROTOCOL 
Selective Black Hole attack uses sequence number to 
select the shortest route in AODV protocol. 
(1) In AODV protocol it is to be believe that the 

one of the two first RREP replies have the 
selective Black Hole RREP reply .So the source 
rejects first two RREP replies to avoid Black 
Hole attack 

(2) Another efficient approach used by AODV 
protocol is that the source does not send its 
RREP, only after receiving the RREP. 

(3) Usually the sources do not send its RREP after 
receiving reply of first node; it waits until all of 
its neighboring node sends their RREP. Then 
source node sends its reply to the node which 
has the distance of two from the source node. 

(4) For the detection of cooperative Black Hole 
attack AODV uses update of the fidelity level. 
All nodes contain a fidelity level and send 
RREQ to all nodes. Then select a node with 
higher fidelity level, which exceeds the 
threshold value to pass the packets. An ACK is 
send from the destination node and the source 
node add one to the fidelity level and it 
subtracts one if no ACK is received. 

(5) To detect selective Black Hole attack a dynamic 
learning method is used. In this method it is 
required to observe if the characteristics change 
of a node exceeds the threshold within a period 
of time. If yes, this node is judged as a selective 
Black Hole node. 

(6) Selective Black Hole attacks can also be 
controlled by using two control packets name: 

 hop_ACK 
 HELLO_rep 

(7) IDS nodes can deployed in MANET”s to 
identify and isolate Black Hole nodes. An IDS 
node observes every nodes number of 
broadcasted RREQs and the number of 
forwarding RREQs in AODV, in order to judge 
if any malicious node are within its transmission 
range. Once a selective Black Hole node is 
identified the IDS node will send a block 
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message through the MANET to isolate the 
malicious node. 

CONCLUSION 
In this paper we go through about the brief intro of 
Black Hole attack in networking and its effect on 
MANET. We also learnt about the types of Black 
Hole. This paper will give an easy methodology for 
the detection and localization of Black Hole. The 
detection and removal of selective Black Hole attack 
becomes easy with these methodologies. Some 
causes for the formation of Black Hole attack will 
helps the developers to avoid the formation of Black 
Hole in network. This paper will also give us two 
easy methods to avoid the formation of Black Hole. 
At last we discuss some of the methods used by 
AODV protocol to remove Black Hole attack from 
network. All of these causes, methods, effects belong 
to a single Black Hole node, for future work we will 
deal with multi-node Black Hole and can also make 
an efficient and easy method for the detection of 
Black Hole before any of the packet loss. 
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