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ABSTRACT 
The Montgomery algorithm is considered to be the fastest algorithm for modular multiplication to compute X.Y mod n in 
cryptographic applications.  A scalable architecture is described for the montgomery multiplication module for the finite 
fields GF(p) and GF(2m).  The scalable multiplier can handle operands of any size and also the word size can be selected 
based on the requirements of performance and area.  The proposed multiplier is designed by introducing the new type of 
adder, that is, sum-based adder (SBA).  It produces the optimized results in improved reduction of run-time and area-
overhead when compared with multipliers which uses the other types of adders like carry-select adder (CSA) and  ripple 
carry adder(RCA). The proposed adder has been simulated by using Xilinx ISE for analysing  the area and time parameters 
and is also has been simulated using Microwind 3.0 with 0.12 µm technology for observing the parameters such as chip size, 
frequency and power consumption. 
KEYWORDS: Sum-based adder (SBA), carry-select adder (CSA), ripple carry adder (RCA), Cryptography, power 
consumption. 

1. INTRODUCTION 
The three arithmetic operations (addition, 
multiplication, division) in prime and binary 
extension fields have various applications in 
cryptography like decipherment operation of RSA 
algorithm[14], elliptic curve cryptography [5,9], 
Diffie-Hellman key exchange algorithm [3] and 
digital signature standard including Elliptic Curve 
Digital Signature Algorithm(ECDSA)[11].  The most 
important operation is the field multiplication.  The 
efficient method for modular multiplication with an 
odd modulus is Montgomery multiplication 
algoritm[6] particularly opted for implementation on 
general purpose computers.  This algorithm is 
suitable for performing fast software implementation 
of the multiplication operation in prime fields GF(p).  
It replaces the division operation with simple shifts.  
Various algorithms and hardware implementations 
proposed [13,7,2] for a limited precision operands.  
High radix algorithms have also been proposed [8,13] 
in order to get the improved performance.  High 
rqadix algorithms are very complex and utilize more 
chip area with the longer critical paths and it is less 
attractive for hardware implementation.  Pros and 
cons of high radix algorithms have discussed in 
[17,18]. The proposed scalable multiplier is suitable 
for performing multiplication of unlimited precision 
operands.  The adder is necessary for the final 
reduction step in the Montgomery algorithm and it 
occupies the major part in that algorithm.  The sum 
based adder is proposed to perform the final addition 
process and it yields the better performance against 
the multiplication with other types of adder circuits. 
Section 2 describes the scalable multiplier 
architecture.  Section 3 & 4 gives the brief 
description of Montgomery multiplication and 
multiple word radix-2 Montgomery 
multiplication(MWR2MM) respectively.  Section 5 
explains the sum based adder and section 6 compares 
the performance of Montgomery multiplication with 
other adder circuits.  The conclusions of the work are 
described in section 7. 
2. SCALABLE MULTIPLIER 
Several dedicated multiplier modules were developed 
to speed up the multiplication operation [1, 4, 15].  
But these multipliers operate over a fixed finite field.  

For example, multiplier designed for 155 bits cannot 
be used for 768 bits.  A new multiplier must be 
designed in order to perform multiplication of larger 
precision.  For the scalable multiplier, the unit should 
be reused or replicated in order to generate the long-
precision results independently of the data path 
precision for which the unit was originally designed.  
Because the software oriented algorithms have higher 
complexity [6,7] than the radix-2 algorithm.  Hence, 
the scalable hardware module of the Montgomery 
multiplication becomes attractive in terms of 
performance and scalability. 
3. MONTGOMERY MULTIPLICATION 
Given two integers X & Y, the prime modulus M, 
Montgomery multiplication (Monmul) will Z = 
Monmul(X,Y) = X.Y R-1mod M where R = 2n & M is 
an integer in the range 2n-1<M<2n.  M is usually a 
prime number or the product of two primes.  
Montgomery algorithm transforms an integer in the 
range [0,M-1] to another integer in the same range 
called image or the M – residue of the integer. Given 

the image of A is A = AR mod M & B = AR mod M 

which computes the image C = Monmul(A,B) that is 
C= A.B mod M.  The transformation process between 
the image and integer using the Monmul is given by  

A = Monmul (A,R2) = A.R2.R-1= A.R (mod M) 

B = Monmul (B,R2) = B.R2.R-1= B.R (mod M) 

C = Monmul ( C ,1) = C.R. R-1 = C (mod M) 
Montgomery multiplications have more applications 
in cryptography especially for modular 
exponentiation or elliptic curve point operations[12].  
Cryptosystem can be designed in which all the 
arithmetic operations are carried out in montgomery 
domain and thus eliminating the transformation 
operations.   
The radix-2 algorithm for m-bit operands                  
A = (am-1,..,a1,a0), B and M is given as: 
Radix-2 Algorithm 
S0=0 
for i=0 to m-1 
if (Si + ai.Y) is even 
then Si+1: = (Si + ai.Y)/2 
else Si+1: = (Si + ai.Y + M)/2 
if Sm > M then Sm: = Sm – M 
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This algorithm consists of small operations such 
as word-by-bit multiplication, bit-shift (division by 2) 
and addition.  Even condition can be tested by 
checking the least significant bit of the partial sum Si 
to decide whether the addition of M is needed or not. 
4. MULTIPLE WORD  RADIX-2 MONTGOMERY 
MULTIPLICATION ALGORITHM (MWR2MM) 
An algorithm is proposed in which the operand B 
(multiplicand) is scanned word by word and the 
operand A (multiplier) is scanned bit by bit. The 
vectors are represented by  A = (am-1,..,a1,a0), B = 
(B(e-1),…,B(1),B(0)) and M = (M(e-1),…,M(1),M(0))  
where the words are marked with superscripts and 
bits are marked with subscripts.  The ith bit position 

of kth word of A is represented as 
)(k

iA .  The 

algorithm is given below 
MWR2MM for GF(p) 
S = 0 
for i = 0 to m-1 
(C,S(0)) : = ai . B

(0) + S(0) 

if 
)0(

0S =1 then 

(C,S(0)) : = (C,S(0)) + M(0) 

For j =1 to e-1 
(C,S(j)) : = C + ai . B

(j) + M(j) +  S(j) 

S(j-1) : = (
)(

0
jS ,

)1(
1,...1



j

wS ) 

S(e-1) : = (C, 
)1(

1,...1


e

wS ) 

Else  
For j =1 to e-1 
(C,S(j)) : = C + ai . B

(j) +S(j) 

S(j-1) : = (
)(

0
jS ,

)1(
1,...1



j

wS ) 

S(e-1) : = (C, 
)1(

1,...1


e

wS ) 

The addition operation is required in each step of the 
algorithm.  Carry save adder [16,17] was used and 
more other types of adders are suggested that is, 
ripple carry adder, carry propagate adder and carry 
look-ahead adder.  In order to reduce the delay and 
area, sum based adder is introduced to enhance the 
Montgomery algorithm. 
5. SUM BASED ADDER (SBA) 
Montgomery algorithm is implemented using 
different types of adder circuits [16], but it can be 
implemented using sum based adder.  In normal full 
adder circuit, the outputs are given by  

 Sum = a  b  c and  
Carry = a.b + b.c + c.a   

So, totally 3 AND gates, 1 three input XOR gate and 
1 three input OR gate are needed to perform the 
arithmetic operation and is shown in the Figure 1. 

 
Figure 1. Normal Full Adder 

Carry select adder(CSA)  also requires 1 two input 
multiplexer, 1 AND gate, 1 two input OR gate and 1 
three input XOR gate to perform addition for each bit 
and is shown in Figure 2. 

 
Figure 2. Carry select adder 

In sum based adder  Sum S = a  b  c and Carry = 

a.c + b. S and is shown in Figure 3 and its layout is 
shown in Figure 4.  So, 1 three input XOR gate, 2 
AND gates and 1 NOT gate are enough to perform 
the same addition operation and thereby time 
consumption is also reduced.  The area overhead is 
also reduced in sum based adder when compared 
with other types of adder circuit.  Hence, the 
Montgomery multiplication algorithm yields the 
better results when it is implemented by using sum 
based adder for the purpose of addition operation in 
GF(p). 

 
Figure 3. Sum Based Adder 

 
Figure 4. Layout for  Sum Based Adder 

6. PERFORMANCE ANALYSIS 
The various adder circuits like ripple carry adder, 
carry select adder and sum based adder have been 
simulated and the parameters such as area overhead, 
run time and power consumption are compared 
among them.  Based on the performance analysis, it 
is known that the proposed adder gives the better 
results with the reduction of area overhead and run 
time with the considerable increased in the power 
consumption.  Montgomery algorithm for GF(p) 
along with the different types of adder circuits have 
been simulated and synthesized using Virtex 4 FPGA 
device  and the performance is analyzed in Table 1 
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and Table2 based on the number of slices and time 
consumption respectively.  The area overhead in 
terms of transistors, frequency and power 
consumption have also been observed by using the 
Microwind 3.0 software which uses 0.12µm 
technology and its results have been shown in Table 
3.  The performance chart has also been shown in 
Figure 5 and Figure 6 based on the area overhead and 
time consumption. 

Table 1. Performance based on the number of slices 
BIT SIZE RCA CSA SBA 

8 bit 17 18 19 

16 bit 20 20 21 

32 bit 26 40 24 

64 bit 44 47 29 

 
Table 2. Performance based on the Time Consumption 

in nS 

BIT SIZE RCA CSA SBA 

8 bit 35,314 33,632 36,64 

16 bit 35,405 35,495 36,2 

32 bit 36,132 43,338 36,6 

64 bit 47,4 35,785 37,754 

 
Table 3. Performance based on chip size, frequency and 

power consumption 

BIT SIZE 

8 bit 
Multiplier 

with 
RCA 

8 bit 
Multiplier 

with 
CSA 

8 bit 
Multiplier 

with 
SBA 

Chip Size(Width 
X Height) µm 

188 X 19 238 X 20 173 X 19 

Frequency (GHz) 0.321 0.337 0.590 

Power (µW) 62.082 66.667 66.942 

 

 
Figure 5. Comparison based on the Number of slices 

 
Figure 6. Comparison based on the Time consumption 

(nS) 
7. CONCLUSION 
Using the sum based adder, the scalable field 
multiplier for GF(p) has been implemented to 
perform Montgomery multiplication algorithm which 
is fast, scalable and area efficient.  The basic 
contribution of this proposed paper is to show that it 
is possible to design the optimized circuit which is 
having the reduced time consumption without 
compromising the scalability and the area efficiency.  

The proposed multiplier has been simulated and 
synthesized using Xilinx tool with the Virtex 4 FPGA 
device.  Further the various circuits involving the 
addition operation can also be implemented using 
Sum based adder. 
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