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ABSTRACT 
Nowadays, a person wants to see the world in their own hands due to this reason people are moving to smart home concept. 
Smart home atmosphere is nothing but people try to making their life more comfortable and easier by using Internet of 
Things (IoT). Smart home is a idea that operates the appliances in the home automatically by using internet connection 
without human interferences. IoT integrates human and all objects with smarter systems, it acts as an interface between real 
time world and human. While designing smart home using ubiquitous computing the system facing problems like security, 
architecture, standards and protocols adaptation. The main barrier of smart home scenario is interconnection of all devices 
with a high availability of internet. There is a major issue on implementation of interconnected devices due its high cost. The 
configurations of various devices are fails to give strong protections due to lack of security standards. To overcome this 
problem this paper we propose smart home automation systems with security audit for enabling logging and forensic with 
user notification. This system also deals with communication protection in the sense of modification, replay and denial of 
services. We proposed a system that improvises data leakage, minimization of data and reducing implementation cost. 
KEY WORDS: Internet of Things(IoT), Smart Home. .  

1. INTRODUCTION 
Internet of Things creates a new evolution to 
technology world with new era of intelligence 
computing. IoT things play a major role in many real 
world systems. The innovators propose new things to 
make people day-to-day life more comfortable. IoT 
means network based physical things bonded with 
sensors, actuators, network which exchanges a 
collected data (Atzori L.A et al., 2010). IoT enhances 
a set of technologies that enforces a wide range of 
appliances, devices, standards and protocols 
(Chonggang Wang et al., 2013). Recent days IoT 
influences in many field like health care systems, 
industrial systems, smart homes and smart cities. IoT 
technology can establishes network information that 
interconnects home appliances, standards, devices, 
internet and other terminals. Using of embedded 
devices which expected user in automation in all 
fields such as smart home, smart cities and smart 
grid. The Figure 1 shows the objectives of the IoT. 

 
Fig. 1 Objective of IoT 

With IoT and Integration of sensing and actuation 
systems is to maintain energy management in smart 
home environment. The major security risk in 
constrained IoT devices as limited due to memory 
capacities. While implementing high capacity IoT 
devices are better way for strong security features. 
IoT presents various security risks like using personal 
information by intruders and unauthorized attacks on 
systems. Recent days Multinational Companies are 

more investing to developing IoT products for 
improving valuable security aspects. Concentrating 
security on IoT device mainly depending on number 
of factors with inclusion of data collection and 
remedying of costs. Implementing security access 
control measures for minimizing unauthorized  
users interventions. The major factor is to 
minimization of data by retaining collected data. The 
Figure 2 shows the architecture of IoT. 

 
Fig. 2 Architecture of IoT 

In 2012 privacy report summarizes an impact of data 
leakage on transmitting information from one system 
to another. This report particularly encounters about 
four things, data leakage, Minimization of data, 
Intruders attacks, high implementation cost.  
These are the major challenges in smart home 
environment while using Ubiquitous Computing. The 
proposed One M2M security standards include more 
discussions on this concern on august 2014. It 
handles the issues like authentication and identity 
management. They introduce an idea for handling 
default password and set smart defaults to minimize 
retaining data. While transmitting the data, encrypted 
information is best tool to carry out information from 
one system to another by secure way. So system 
should give more importance for encrypted 
mechanism. The rest of this paper discussed and 
includes Smart Home technology, Proposed System 
and their architecture, Implementation and Results, 
Conclusion of our system. 
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2. SMART HOME TECHNOLOGY 
Smart home system that controls lot of things like 
security alarm, thermostat, sprinklers, CCTV 
cameras, smoke detectors, sensors, actuators by using 
IoT while absence of human interventions. “A smart 
home technology can be defined as computing and 
information technology which satisfies the needs of 
human to enhance their comfort, convenient, safe and 
security through managing the technology under 
home and interconnections to real world” (Yepeng Ni 
et al.,2013). Smart home fully depends on internet 
connection availability. Smart home network 
technology can be divided into two types that are 
wiring systems and wireless systems. In wiring 
binary data transmitted using amplitude modulation 
technique. Smart home wireless systems have two 
elements called sender and receiver that managing 
the signal and remote control.  The Figure 3 shows 
how the devices are connected in the home. 

 
Fig.3: Smart Devices 

Smart home is integration of services and internet 
technology through home automation for a better and 
convenient life. It has to potential tendency to 
improve security and energy management. Smart 
devices can be used in many aspects that are 
environment, entertainment, security, 
communication, green world. Security is important 
factor in smart home applications that can adapt to 
our smart home to send intelligence notifications  
through smart phones and other devices. The major 
advantages of smart home consumers are having 
ability to manage energy consumption. The Figure 4 
shows simple device communication in the smart 
home technology. 

 
Fig. 4 Device Communications 

3. PROPOSED SYSTEM 
Smart home systems facing major challenges like 
high implementation cost, uncomfortability, poor 
security etc. The main aim is to design and 
implement this system to making capability to 
control and automating all home appliances by easy, 
secure and manageable web interface. 

In our proposed system has a high flexibility to 
interconnect all sensors with automation server by 
using Wi-Fi technology. Due to this factor will 
decrease implementation cost and will increase the 
ability to upgrading entire system. In our system we 
implement connections under wide area network 
(WAN) while interconnecting with these WAN 
connections high speed networks providing access to 
internet by triggering through Internet Service 
Provider (ISP) network. One or more low power 
WAN connections establish low power connectivity 
from the device. 
In our proposed scheme we ensure a high privacy 
regulations will provide at the time of private data 
collection in smart home system. This privacy 
regulation can establishes at the time of acting with 
unsecured devices. Through this unsecured devices 
the attackers can obtain private data easily. We have 
a solution to store the private data in smart storage 
using smart password. Smart passwords are generated 
by MD5, it generates key based structure. It is an 
authenticated method for local WAN network and 
making strong password policies in our proposed 
smart home systems. Cryptographic support is high 
required for gateway and high capacity devices.  
In our smart home scenario we concentrate more on 
our cryptographic technique like key management, 
trust infrastructure and data protection. Strong 
cryptographic support enhances standard random 
number generation with authenticated primitives. For 
that we suggest MD5 for key management to ensure a 
high securable message authentication. In our system, 
we aims to enabling logging, audit and forensic our 
user’s notification. Logging is used to understand 
how the device gets integrity. It is main supplier for 
hardware, standards and protocols security problem. 
Strong authentication methods that are majorly used 
in our access control mechanisms like passwords and 
session management. The Figure 5 shows the 
architecture of our proposed work. 

 
Fig. 5 Proposed Architecture 

4. IMPLEMENTATION 
In our proposed scenario, we store all private date in 
smart storage as a web server. The connection 
establishes between web server and remote server 
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with smart storage. Every session authentication 
plays a vital role in user interface section. User in 
highly under authentication to process the private 
data while at large group of users. Security needed at 
the time of devices, standards, protocols 
interconnection, and our system has zero data loss at 
data transmission. Compared with traditional 
methods, data minimization is highly occurred. For 
example, in automation system there is temperature 
detector, smoke detector, lighting, door sensor etc. 

The temperature detector that takes a feeds data from 
storage system, but in traditional methods data also 
archived, copied at local server. In our architecture, 
the communication between remote user and smart 
storage, smart storage to collect data without any 
other interface. Due to this data minimization and 
security is highly possible. The Figure 6 shows the 
comparison result between IoT agent and Smart 
based architecture.  

 

 
Fig.6: Comparison result between IoT agent and Smart based architecture 

 
It transmits the private data from temperature 
detector sensor to remote server at 3sec and also 
under authentication session. In traditional a method 
that is IoT agent based architecture it transmits data 
under 3.3sec from local server to destination. The 
above results proves our proposed architecture that 
supports data minimization, data integrity and data 
leakage. 
5. CONCLUSION AND FUTURE SCOPE 
In this paper, a novel architecture proposed for smart 
home system with high security, high flexibility and 
low implementation cost. We enhanced our smart 
home automation by security audits, enabling their 
logging with strong cryptographic mechanisms. It 
also maintains their mutual authentication for mutual 
communication between remote user interface and 
smart home devices. It implements a strong 
password authentication policy to managing session 
management and avoids data leakage by intruders. In 
our system we take a one longer step for 
authentication while at devices, standards and 
protocols data transmission by MD5 algorithm to 
enforce a self-protection to automation system. This 
system must handle data transmission without 
failures, error prone and improper specifications. It 
provides user-friendly interfaces for all hardware, 
sensors, actuators, and services with adorable 
security management. It also provides monitoring 
and auditing all interfaces. It also enables data 
controlling in smart data storage to providing secure 
backup. Our vision on future to enhance this system 
as smart storage implementation in cloud services to 
fetch and manage huge amount of data and 
commands. We will concentrate more on sensor 
devices configurations to evaluate the service 
descriptions.in future we build a design level of 
automation system in smart  phone to control the 
overall conceptual architecture, this step helps  to 
have a better energy management method for 
comfortable, secure, easy living smart home. 
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