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ABSTRACT 
Multi-modal biometric recognition has received wide applicability in the practical world for various authentication purposes. 
Here, the choice of right modality is an important consideration because the modality should posses the better security even 
the impostor is tried to match and also, the processing complexity of the biometric images are less. With the consideration of 
all these constraints, we have chosen vein-based multi-modal biometric recognition that can provide better security along 
with the uniqueness. Here, palm and dorsal hand vein images are used for recognition purpose. Initially, both the input 
images are given to the preprocessing stage to make the images suitable for vein extraction.   Then, optimal threshold is 
identified to extract veins from both the images. Then, the feature level fusion is used to combine both the images and it is 
stored in the database. For recognition phase, test images are matched with the features stored in the database using distance 
measure. Finally, the experimentation is carried out using the standard database to validate the performance of the multi-
modal biometric recognition.  
KEYWORDS: palm vein, dorsal hand vein, feature level fusion, Multi-modal biometric recognition.  
1. INTRODUCTION 
Biometrics offers several advantages over the 
traditional security measures including Non-
repudiation, Accuracy, Screening and Security. 
Today, biometric recognition is a common and 
reliable way to authenticate the identity of a person 
based on physiological or behavioral characteristics. 
In other words, the unique personal attributes can be 
used for distinctive identification purposes, including 
many measured areas like face, fingerprints, hand 
geometry, handwriting, iris, retinal vein, and voice. 
Biometric technology [1-3] offers the promise of an 
easy, secure method to make highly secure 
identification and personal verification solutions of 
individuals, guarantees that the means of 
identification cannot be stolen, lost or forgotten, are 
being increasingly demanded in security 
environments and applications like access control and 
electronic transactions. By replacing passwords, 
biometric techniques can potentially prevent 
unauthorized access to or fraudulent. Most biometric 
systems deployed in real-world applications are 
unimodal, i.e., they rely on the evidence of a single 
source of information for     authentication [4-6].  
Some of the limitations imposed by unimodal 
biometric systems can be overcome by including 
multiple sources of information for establishing 
identity [7]. When multiple sources of information 
are included for biometric recognition, the system are 
expected to be more reliable due to the presence of 
multiple evidence [8]. However, the best biometrics 
is still facing numerous problems, some of them 
inherent to the technology itself. Multi-modal 
biometrics is a relatively new approach to overcome 
those problems, which combine information from 
multiple modalities to arrive at a decision. Studies 
have demonstrated that multi-modal biometrics can 
achieve better performance compared with unimodal 
systems [9]. These systems are able to meet the 
stringent performance requirements imposed by 
various applications. They address the problem of 
non-universality, since multiple traits ensure 
sufficient population coverage. They also deter 
spoofing since it would be difficult for an impostor to 
spoof multiple biometric traits of a genuine user 
simultaneously [10]. Multimodal biometrics has 

become one of the intensive fields of research and 
consequently, number of recognition approaches and 
combination of trait has been proposed. Multimodal 
biometric is the combination of multi biometrics in 
one system to increase the performance and 
robustness against the environment variations and 
imposter attack. 
Recently, the personal identification using palm and 
dorsal hand vein has gained more and more research 
attentions [11-14]. There are many good properties of 
this kind of biometric feature:  vein information can 
represent the live ness of an object; difficult to be 
damaged and modified as an internal feature; difficult 
to simulate using a fake palm. Because of these, hand 
and palm vein seems a better biometric feature 
compared with other biometrics like, fingerprint and 
face. Furthermore, the vein is the inner features of 
body, can’t be fabricated, the vein recognition is 
contact less and the vein characteristics are lasting. 
Due to these advantages, the contact less based 
biometric recognition has received significant 
attention and it provides more secure recognition if 
the multiple modalities will be included. 
We have developed hand vein-based multi-modal 
biometric technique for biometric recognition. Here, 
palm and dorsal hand vein images are utilized as two 
modalities in this proposed technique for multi-modal 
recognition. At first, input images are subjected to the 
preprocessing stage where it is converted into 
suitable format to extract the vein from the images. 
Subsequently, the image is filtered and optimal 
threshold is identified to separate the vein part from 
background of input images using threshold-based 
segmentation.  After that, features such as, location 
and width are extracted from the veins and those 
features are fused with vector concatenation. In 
recognition step, features are extracted from the test 
images and it is matched with the features stored in 
the database using distance measure. Based on the 
threshold value, we decide whether the image of the 
corresponding person is presented in the database or 
not.  
2. REVIEW OF RELATED WORKS 
David Zhang et al. [15] have presented online joint 
palm print and palm vein verification. They proposed 
to increase the anti-spoof capability of the system, a 
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live ness detection method based on the image 
property. A comprehensive database of palm print–
palm vein images was established to verify the 
system, and the experimental results stated that since 
palm print and palm vein contain complementary 
information, much higher accuracy could be achieved 
by fusing them than using only one of them. 
Abhilasha Bhargav et al. [16] have presented 
biometrics-based identifiers for digital identity 
management. They presented algorithms to reliably 
generate biometric identifiers from a user’s biometric 
image which in turn is used for identity verification 
possibly in conjunction with cryptographic keys. 
Their algorithm captured generic biometric features 
that ensure unique and repeatable biometric 
identifiers. They were also ensured security and 
privacy of the biometric data. 
Yiding Wang et al [17] have presented hand-dorsa 
vein recognition based on partition local binary 
pattern. They introduced hand-dorsa vein recognition 
method based on Partition Local Binary Pattern 
(PLBP). They have used hand-dorsa vein images 
acquired from a low-cost, near infrared device. After 
preprocessing, the image was divided into sub-
images. LBP uniform pattern features were extracted 
from all the sub-images, which were combined to 
form the feature vector for token vein texture 
features. The method was assessed using a similarity 
measure obtained by calculating the distance between 
the feature vectors of the tested sample and the target 
sample. The experimental results states that PLBP 
performs better than other methods.  
Maleika Heenaye et al. [18] have presented feature 
extraction of dorsal hand vein pattern using a fast 
modified PCA algorithm based on cholesky 
decomposition and lanczos technique. They 
proposed, Principle Component Analysis (PCA), 
which was a successful method, originally applied on 
face biometric is being modified using Cholesky 
decomposition and Lanczos algorithm to extract the 
dorsal hand vein features. This modified technique 
decreases the number of computation and hence 
decreases the processing time. The eigen veins were 
successfully computed and projected onto the vein 
space. Zhenhua Guo et al. [19] have presented palm 
print verification. They proposed a unified distance 
measure, of which both SUM_XOR and OR_XOR 
can be regarded as special cases, and provided some 
principles for determining the parameters of the 
unified distance. They showed that, using the same 
feature extraction and coding methods, the unified 
distance measure gets lower equal error rates than the 
original distance measures. 
Zhenhua Guo et al. [20] have presented empirical 
study of light source selection for palm print 
recognition. They analyzed that most of the current 
palm print recognition systems used an active light to 
acquire images, and the light source is a key 
component in the system. Although white light was 
the most widely used light source, little work had 
been done on investigating whether it was the best 
illumination for palm print recognition. They studied 
the palm print recognition performance under seven 
different illuminations, including the white light. A 
large database showed that white light was not the 
optimal illumination, while yellow or magenta light 
could achieve higher palm print recognition accuracy 
than the white light.  

3. PROPOSED TECHNIQUE  
Multi-modal biometric recognition is a process of 
recognizing a person using two biometric modalities 
as an input. Here, choosing the right modalities is an 
important problem for the multi-modal biometric 
recognition. Mostly, contact-based recognition 
techniques have been frequently presented in the 
literature. But, recently, contactless based technique 
has received significant attention among the 
researchers due to the retention of real uniqueness. 
Accordingly, we have used the two different contact-
less based modalities to use the real uniqueness 
without any pressure or human intervention. Here, 
palm vein and hand vein modalities are used for 
multi-modal biometric recognition. The block 
diagram of the proposed method is shown in figure 1. 
3.1 Preprocessing 
Initially, the input vein images are given to the 
preprocessing steps for converting the image into 
suitable format to identify the unique feature of the 
person. Here, the input images such as, palm and 
dorsal hand vein are given to the intensity adjustment 
steps to confine the range of pixel values into a 
defined range (0 to 255). Then, the gray scale image 
is converted into binary image using binarization 
procedure. Once the image is converted into the 
binarized image, the removal of small and thinned 
objects is done using the morphological dilation 
operation. After that, we obtain two area of having 
background and the foreground which is the region of 
interest. Here, our ultimate is to identify the 
foreground area of interest. Subsequently, we have 
used average filtering to smooth the input images.  

 
Fig.1.Block diagram of the vein-based multi-modal 

biometric recognition 
3.2 Vein extraction 
Vein extraction from both the input images is carried 
out using the procedure given below. Here, the input 
images are processed with two major steps such as, 
1) Filtering and, 2) Choosing the optimal threshold 
for vein extraction. Filtering: The preprocessed input 
image is given to the filter of having the filter 

mask k'' . Then, the input image is shifted to 
particular degree and again given to the filter. This 

process is repeated for the k''  times so that we 
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obtain the k'' filtered output from the filtering 
operation. Afterward, we construct a new filtered 
image by taking the maximum value after comparing 
the corresponding locations of all the filtered images 
of different rotation. This image is used for finding 
the optimal threshold for image segmentation or vein 
extraction. Here, threshold based segmentation is 
used to segment the vein separately. But, the major 
problem is that choosing of optimal threshold. In this 
paper, we have used the following procedure to find 
the optimal threshold. Once the optimal threshold has 
been fixed, we segment the input image into two 
segments, one is for background and another one is 
extracted veins. 
Vein extraction using designed threshold: Once we 
find the filtered image f(i,j), a matrix of size 
256*256, namely n(i,j) is computed using the 
procedure given below. For every pixel value of  
f(i,j), we have incremented the pixel value by adding 
one and it is added into the new matrix

 
 n(i,j). At 

first, a new matrix of  n(i,j)is initialized to zero. 
Then, we take the pixel value of f(i,j), and this value 
is incremented to one to fix the row location of new 
matrix. To find the column location of new matrix, 
we take the pixel value of f(i+1, j+1) and this value 
is incremented to one. For every pixels of filtered 
image f(i,j), we find the location of new matrix n(i,j) 
and the value within this matrix n(i,j) is incremented 
by one. This procedure is repeated for all the pixels 
of the filtered input image. After constructing the 

n(i,j) matrix, we find the S'' by summing all the 

values within this new matrix n(i,j).
 
After that, S''  is 

divided with all the values of matrix n(i,j) so that new 
matrix of n1(i,j) is obtained to generate the optimal 
threshold value.  Then, we find the fitness of every 
threshold (1 to 255) to identify which one is more 
suitable for vein extraction. For all the threshold 
values, we generate two matrix, Prob  (A) and 

Prob  (C) . Suppose, the threshold is two, 2*2 image 

is formed in n1(i,j) from the starting location and the 
253*253 k)-255*k-(255 is constructed from the 

(3, 3) location onwards. Then, we sum all the element 

of both the matrix to obtain  F''  and  E'' . The 
following formula is used to find the fitness of the 
threshold chosen.  

A 2

1
H (T) F*log (F)

2
   

C 2

1
H (T) E*log (E)

2
   

A Ce(T)=H (T)+H (T)  
The similar procedure of finding the fitness is 
repeated for all the threshold value and then, the one 
having the maximum value is chosen as final 
threshold for extracting vein.  
3.3 Feature vector and fusion 
The feature vector construction is an important step 

for any recognition work. Here, location ( xL , yL ) 

and the width W are chosen as features from 
extracted veins of both the images. Every person has 
veins in different location as well as the width of the 
vein is different. With the assumption of this, 
location and width is extracted from both the images. 
Here, the palm vein image is converted into 3*K 

vector as feature for palm vein images ( FP ). In the 

feature vector, first vector of this feature is ‘x’ 
location of the veins and second vector of this feature 
is ‘y’ location of veins and the third vector is related 
to width of vein in the corresponding location. 
Similarly, the 3*K vector is computed as feature for 

hand vein images ( FH ). Then, these two features are 

combined as 6*K vector ( F ) and stored in the 
database.  
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3.4. Recognition 
In recognition phase, the features are computed for 
the input image and the features are compared with 
the existing features stored in the database to provide 
authentication. For the input vein images of person, 
the features are computed based on the procedure 
discussed above. Then the features are matched with 
Euclidean distance to find whether the person is 
authenticated one. In the proposed work, we have 
used Euclidean distances  (ED) measure that gives a 

score, which indicates the similarity between two 
feature vectors (test palm and dorsal hand vein with 
the palm and dorsal hand vein sample from 
database). The ED measure 

EDS  between the feature 

vectors say 
rF  and 

tF  is determined using 

following equation. After finding the ED measure 

EDS  of the test images, similarity value is used to 

decide whether the test sample is already presented in 
the database or not. If the computed value 

EDS is less 

than the user threshold (T) , the test sample is 

presented in the database. 
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4. RESULTS AND DISCUSSION 
This section presents the results and discussion of the 
proposed multi-modal biometric technique using 
palm vein and hand vein. The multi-modal biometric 
technique using palm vein and hand vein is 
implemented in MATLAB with a system of having 4 
GB RAM and 2.10 GHz Intel i-3 processor. 
4.1 Experimental set up and evaluation metrics 
For experimental evaluation, we have considered 
False Match Rate (FMR) and False Non-Match rate 
(FNMR). False Match rate is the value computed by 
the number of Genuine Recognition Attempts with 
the correctly matched by the algorithm. False Non-
Match rate is computed by the number of impostor 
recognition attempts with the correctly matched 
given by the algorithm.   

attemptsgenuineofumberTotal

matchescorrectlyofNumber
tFNMR

   n 

   
)(   

attemptsimpostorofmberTotal

matchescorrectlyofNumber
tFMR

   nu 

   
)( 

 
Furthermore, the )(tFMR  (False Match Rate) and 

)(tFNMR  (False Non-Match Rate) are calculated 

from the above distributions for t  ranging from 0 to 
1. 
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4.2. Experimental results 
The database utilized for our experimentation is 
taken from the standard data bases of dorsal hand 
vein [21] and palm vein [22]. The experimental 

results of the proposed technique of multi-biometric 
recognition technique at various stages are given in 
this section. Figure 2 shows the intermediate results 
of the proposed technique. 

 
Fig.2 Intermediate results of sample images of palm vein and hand vein images 

4.3. Performance analysis 
The performance analysis of the proposed technique is evaluated with this section using different graphs shown 
in figure 3 to 5. 

 
Fig.3 FMR and FNMR graph of single (hand vein) vs multi modality  

 

 
Fig.4 FMR graph of single (palm vein)  vs multi modality 

 
Fig.5 ROC graph of (hand vein and palm vein) vs multi-modal 
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5. CONCLUSION 
We have developed vein-based multi-modal 
biometric technique for recognition. Here, palm vein 
and dorsal hand vein images are used as two 
modalities for multi-modal recognition. The input 
images were preprocessed and the features are 
extracted after the vein extraction procedure. In vein 
extraction, optimal threshold has been identified and 
the threshold was used to segment the vein 
separately. Then, the location and width are extracted 
as features and those features are fused with vector 
concatenation. In recognition phase, test sample 
feature is matched with the features stored in the 
database using distance metrics. Two standard 
datasets are used for analyzing the performance of 
the proposed technique. From the results, we can 
identify that the proposed technique achieved high 
FMR compared with single modality.  
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