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ABSTACT 

Pattern recognition’s purpose is to categories data based on statistical information obtained from 

the patterns. In fingerprint recognition system, the individuality of a subject is established on the 

basis of locations where ridges of palm end abruptly or where a ridge branches into two or more 

ridges. These locations are called minutiae points and the ridges form a fingerprint pattern. This 

paper presents an overview of fingerprint matching and provides a detail study of various 

methods in Indian perspective. 

INTRODUCTION  

Law enforcement, forensic labs, ATM 

transactions, boarder security and other 

consumer services have been using 

biometric recognition system based on a 

fingerprint, iris or face. Fingerprints are 

considered to be the most popular and 

reliable source of identification for reasons 

like: 

• Immunity with time i.e. fingerprints do 

not change over a period of time 

• Individuality i.e. no two persons can 

have same fingerprints not even twins 

• The availability of large fingerprint 

database 

• The availability of compact and 

inexpensive devices that can identify the 

prints, and 

• The criminals are more likely to leave 

fingerprints at the crime site 

 

Although fingerprint matching is subjected 

to various problems like low quality images, 

nonlinear distortion, altered prints etc. but 

due to their high acceptability, immutability 

and individuality they are extremely 

effective wherever security is an issue.  

Henry Faulds, Francis Galton, and Edward 

Henry, among others, established the 

scientific basis for using fingerprints as a 

method for person identification in the late 

19th century. Since than various methods of 

feature extraction have been proposed base 

on image detection domain. The simplest 

form of detection is directly from the gray 

level image as shown by L. jinxiang et al 

[2000] and D.Maio, D.maltoni [1997]. 

However the accuracy in this method is 

subjected to quality of image, background 

noise and available resolution of the sensor. 

B.Bir et al [2003] and S. prabhakar, 

A.K.Jain [2003] has shown the use of 
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machine learning methods to improve the 

performance. Another method of extraction 

is based on binary image profile patterns, 

B.Bir, T. xuejun [2003], J.xudong et al 

[2000]. A more accurate method uses binary 

skeleton of image by tracing the ridge lines, 

S.A.M. Bazen et al [2003] and A.K.Jain et al 

[2001]. Most feature extraction algorithms 

uses thinning for minutiae extraction from a 

fingerprint image, Adrian lim hooi Jin et al 

[2002]. 

As shown in fig.1, the fingerprint matching 

process can be divided into two sections, 

Enrollment process and identification 

process. The major steps in both the 

processes are: 

Enrollment Process: 

- Data acquisition 

- Digital image conversion 

- Extraction of minutiae points 

- Template storage 

Identification Process:   

- Query print generation 

- Feature extraction 

- Minutiae point matching 

- Matching score classification 

                                             

 

             Fig. 1: Finger Print Matching Process 
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In the enrollment process, data (fingerprints) 

are collected using sensors and converted to 

digital image. The images are processed by 

minutiae extractor to obtain minutiae points. 

20-70 minutiae points are considered to be 

good for quality matching. These minutiae 

points along with subjects information 

called as ‘templates’ is then stored in 

enrollment data base. In the identification 

process, the same sensor is again used to 

collect another fingerprint image called 

query print. Again minutiae extractor 

extracts minutiae points for query image. In 

order to achieve a high quality image and 

minutiae points, extraction algorithms needs 

to tackle with background noise, low quality 

image, cuts and broken ridges etc. The 

matcher module than compares the query 

minutiae set with the stored templates to 

find the number of same minutiae points i.e. 

two minutiae points with same location and 

direction. The match score is compared with 

a threshold value depending on the specific 

application. 

FINGERPRINT AQUISITION 

There are various methods by which 

fingerprints can be sensed. “Ink and paper” 

method is still used in various parts of the 

world for law enforcements. Optical and 

solid state sensors are also widely used. The 

commonly used optical sensor is based on 

FTIR (frustrated total internal reflection) 

technique. The silicon based solid state 

sensors works on the differences in physical 

properties like voltage, capacitance or 

conductance and are useful for commercial 

applications. 

The quality of sensor is characterized by the 

capture areas and resolution. For forensic 

and criminal applications a sensor with high 

resolution (500 ppi or 1000ppi) have to be 

used so that it can provide a large picture 

and can scan all ten fingers simultaneously. 

Such sensors are known as 10 print 

scanners. 

For commercial application low resolution 

sensors are preferred. Solid state devices are 

being used in mobile phones and laptops 

because of compact size and 

inexpensiveness. However they provide 

small overlap area and low quality image. 

MINUTIAE POINT EXTRACTION 

The minutiae point extraction process is 

shown in fig.2. The first image (raw 

fingerprint) can be classified in to three 

levels (shown in fig.3). Level 1 provides 

macro details like ridge flow, pattern type or 

singular points and can be used to classify 

pattern type like arch, loop or whorl. Level 2 

provides details of ridge bifurcations and 

ending while level 3 provides details like 

broken ridge, path contour, width and shape 

of ridge etc. Level 2 and 3 can be used to 

establish a person’s individuality. A sensor 

which can provide high resolution images 

have to be used for level 3 extraction. 
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Fig.2: Minutiae Point Extraction Process 

 

 

Grayscale image         Orientation field  Binary image 

 Minutiae 

Fig.3: Raw fingerprint 

FINGERPRINT MATCHING 

A fingerprint matching system compares 

and determines a match score between two 

fingerprints, which should be high for 

fingerprints from the same finger and low 

for those from different fingers. There may 

be changes in the images of same finger due 

to pressure, placement, rotation of finger 

with respect to sensor and conditions like 

dryness and cuts. Also there may be 

similarities between images of different 

fingers. This makes fingerprint matching a 

difficult pattern recognition problem.  Most 

fingerprint-matching algorithms adopt one 

of four approaches: image correlation, phase 

matching, skeleton matching, and minutiae 

matching. Minutiae-based representation is 

commonly used, primarily because 
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• Forensic examiners have successfully 

relied on minutiae to match fingerprints 

for more than a century,  

• Minutiae-based representation is storage 

efficient, and 

• Expert testimony about suspect identity 

based on mated minutiae is admissible 

in courts of law.  

PERFORMANCE 

The performance of a matching system is 

mainly characterized by its false acceptance 

rate (FAR) and false rejection rate (FRR).  

FAR and FRR are the errors made by the 

matching system in which the matcher 

declares a match between images from two 

different fingers or  it does not identify 

images from the same finger as a match. 

There is a trade off between FAR and FRR 

and it is impossible to reduce both these 

errors simultaneously as they depend on the 

operating threshold; a large threshold score 

leads to a small FAR at the expense of a 

high FRR.  

The National Institute of Standards and 

Technology (NIST) has conducted several 

fingerprint technology evaluations 

(http://fingerprint.nist.gov), such as the 

Fingerprint Vendor Technology Evaluation 

(FpVTE), the Minutiae Interoperability 

Exchange Test (MINEX), Proprietary 

Fingerprint Template (PFT) testing, and the 

Evaluation of Latent Fingerprint 

Technologies (ELFT), which use operational 

data collected in forensic and government 

applications. The University of Bologna 

conducts FVC-ongoing, which is an 

evolution of the international Fingerprint 

Verification Competitions (FVCs) organized 

between 2000 and 2008 

(https://biolab.csr.unibo.it/fvcongoing/UI/Fo

rm/Home.aspx). 

Table 1 summarizes FpVTE 2003 Medium-

Scale Test (MST), FVC2006, and ELFT 

2008 (Phase II) results. Clearly, system 

performance varies widely depending on 

fingerprint data characteristics used in the 

evaluation. However, while these 

evaluations are useful, the performance of 

different biometric systems cannot always 

be directly compared. In addition, 

technology evaluations do not always reflect 

operational performance due to differences 

in data characteristics, operating 

environments, and user interactions with the 

fingerprint reader. 

Table 1:  FpVTE 2003 Medium-Scale Test (MST) 

Biometric identifier Reference FRR FAR 

Fingerprint NIST 

FpVTE 

0.10% 1% 

Face NIST FRVT 10% 1% 

Voice NIST 2004       5-10% 2-5% 

Iris ITIRT 0.99% 0.94% 
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A fingerprint recognition system’s 

operational performance is based on several 

factors, including sensor characteristics, the 

number and demographic distribution of the 

population enrolled in the system, and 

various environmental factors—indoor 

versus outdoor, temperature, humidity, and 

so on. Moreover, the required FMR and 

FNMR depend on the specific application—

for example, Disney World’s fingerprint-

based entry system operates at a low FNMR, 

so as not to upset paying customers, at the 

expense of a higher FMR.  

On the other hand, an ATM fingerprint 

verification system may require low FMR at 

the expense of higher FNMR. In some cases, 

a fingerprint recognition system may not 

even successfully capture the user’s 

fingerprint. Failure to enroll (FTE) and 

failure to acquire (FTA) refer to the fraction 

of users who cannot be enrolled or 

processed by a particular system due to the 

poor quality of their fingerprints—for 

example, people such as manual laborers or 

the elderly with “worn-out” fingers. In 

practice, FTE can be rather high (a few 

percentage points) depending on the target 

population and the occupation of users in the 

population. 

INDIAN PERSPECTIVE: 

 

Indian conditions are different from that of 

western countries. The reasons being: 

I. Larger percentage of population is 

employed in manual labor, which 

normally results in poorer biometric 

samples. 

II. Biometric collection process in rural and 

mobile environment is less controllable 

compared to the environmental 

conditions in which Western data is 

collected. 

With the use of several reports by NIST we 

can conclude that: 

I. False Acceptance Rate is linearly 

proportional to gallery size at constant 

TAR as shown in Figure 4. 

II. False Rejection Rate does not vary over 

gallery size as shown in Figure 5. 

III. Based on these figures, one can 

conclude that on a database size that is 

200 times larger (1.2 billion versus 6 

million), the same system will have an 

FAR of approximately 0.07*200 = 14%. 

The FRR can be expected to be about 

4% based on matching of 2 finger plain 

fingerprints. 

Based on the data and with all other things 

being equal, we can achieve a 1000 times 

improvement in FAR. Thus the estimated 

FAR of 14% will be 1000 times less i.e.   

0.14 % 

Table 2: Effect on FAR by increasing the number of fingers 

NUMBER OF FINGERS FRR % FAR % 

2 10.3 29.2 

10 10.9 0.0 
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Fig.4: False Acceptance Rate is linearly proportional to gallery size at constant TAR 

 

Fig.5: False Rejection Rate does not vary over gallery size 

 

Based on the above findings, one can 

conclude that even with abnormal conditions 

and a large population, it is possible, to 

achieve a recognition accuracy of 99% in 

India with the help of best practices as 

shown in table3. 
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Table 3 

Key Decisions Decision Type 
Summary of 

Decisions 

Enrolment         

  Image capture       

    Plain or rolled R Plain, live scan 

    Number of fingers R Ten 

  
Device 

characteristics 
  S 

Setting level 

31 or above, 

EFTS/F 

certified 

  Quality check   R Yes 

  Operational       

    Assistance R Yes 

    
Corrective 

measure 
R Yes 

  
Storage and 

transmission 
      

    Compression S 

Uncompressed 

image is 

recommended 

    Storage format S 
Per ISO 

section 8.3 

    Minutiae format S 
Per ISO 

19794-2 

    
Multi finger 

fusion algorithm 
R Recommended 

Authentication         

  image capture       

    Number of fingers  R 

No minimum, 

no maximum. 

Application 

dependent 

    Any finger option M Yes 

    Retry R Maximum 5 

  
Device 

characteristics 
  S 

Setting level 

28 or above 

  
Transmission 

format 
  S Per ISO 

  Compression   S 

Compression 

ratio to be less 

than 15:1 

  Minutiae format   S 
Per ISO 

19794-2 

S- Standards based, R- Recommendation based, M- Management judgment 
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